REDRIFF PRIMARY
CITY os LONDON ACADEMY

Parent Policy
September 2024

Responsibility: Joanna James/ Headteacher
Approved by Board: June 2024
Next Review Date September 2025

Aspirational Adventurous Individual Enlightened Compassionate




Contents

1. Statement of Principles
1.1.  Definition of unacceptable behaviour
1.2. The school’s approach to dealing with incidents
1.3.  Risk Assessment
1.4. Recording of Incidents
1.5. The School’s response
Appendices
Appendix 1: Incident report form
Appendix 2.
2.0. Model Letter 1: Warning
2.1.  Model Letter 2: Imposing conditions on the parents’ attendance at school events, pending
Review
2.2. Model Letter 3: Letter to confirm or overturn Headteacher’s decision to impose conditions
2.3.  Model Letter 4: Imposition of a ban on contacting or attending the school, pending
review
2.4.  Model Letter 5: Letter to confirm or overturn Headteacher’s decision to impose a ban
2.5.  Model Letter 6: Letter from the Chair of Governors requesting parents’ statement for
review by GB
2.6.  Model Letter 7: Letter detailing outcome of Governing Body’s review

Appendix 3: Dealing with abusive telephone calls

Appendix 4: Online Abuse/bullying

Appendix 5: Responding to incidents

10

11

12

13

14

15

16

17

18



1. Statement of Principles

At Redriff we have a supportive and friendly parent body. Our parents recognise that educating
children involves a partnership between parents, teachers and the school community.
We wish to:

e Work in partnership with parents to support their child’s learning.
e C(Create a safe, respectful and inclusive environment for pupils, staff and parents.

e Model appropriate behaviour for our pupils at all times.

As partners, our parents/carers understand the importance of good working relationships to secure
the best education for their children. We welcome and encourage parents/carers to participate fully in
the life of our school.

We are a happy and welcoming school for all parents and children. Together we shall maintain this
environment for all our children.

This policy has been written taking into account the DfE Guidance ‘Advice on school security: Access
to, and barring individuals from school premises’ December 2012, Section 547 of the Education Act
1996 and NAHT guidance on dealing with abusive parents.

At Redriff Primary School, we value the positive relationships forged with parents and visitors to the
school. We encourage close links with parents and the community and believe that pupils benefit
when the relationship between home and the school is a positive one.

We also strive to make our school a place where as adults we model for pupils the behaviour we teach
and expect. In general, we place a high importance on good manners, positive communication and
mutual respect.

We expect parents and other visitors to behave in a reasonable way towards members of school staff.
However, on very rare occasions when the behaviour and negative attitude of parents/visitors falls
short of what we expect the situation may sometimes result in aggression, verbal and or physical
abuse towards members of the school’s staff or the wider school community.

The school expects and requires its members of staff to behave professionally in these difficult
situations and attempt to diffuse the situation where possible, seeking the involvement as appropriate
of other colleagues. They should then refer the incident to a member of the senior team who will take
appropriate action or invoke the provisions of this policy.

All members of staff have the right to work without fear of violence and abuse, and the right, in an
extreme case, of appropriate self-defence. Staff who face these situations have license to end any
conversation (face to face or on the telephone).

The progress and well-being of the parent’s child(ren) will be fully considered. Actions taken against
the parent will be reasonable and proportionate. The parent will have the opportunity to put their
views forward at every stage. In the case of the imposition of conditions or a ban from the school,
robust review processes involving the Chair of Governors and then the Governing Body are in place to
ensure fairness. This policy outlines the steps that will be taken where behaviour is unacceptable.



1.1. Definition of unacceptable behaviour

We consider that aggressive, abusive or insulting behaviour or language from a parent/visitor presents
a risk to staff or pupils. Unacceptable behaviour is such that makes a member of staff, pupil or
member of the school community feel threatened. This can be through face-to-face contact, on the
telephone or in written communication (including social media).

The following is not an exhaustive list but seeks to provide illustrations of such behaviour:

e Any kind of insult as an attempt to demean, embarrass, undermine or defame (this extends to the
school and trust).

e Any kind of threat.

e Raising of voice so as to be intimidating.

e Physical intimidation, e.g. by standing very close to him/her or the use of aggressive hand
gestures.

e Use of foul or abusive language.

e Any kind of physical abuse.

e Allegations which turn out to be vexatious or malicious.

e Spitting.

e Comments that refer to protected characteristics, including racist, sexist, gender, ethnicity,
homophobic or transgender comments.

e Breaching the school’s security procedures.

e Recording meetings without permission.

e Disruptive behaviour which interferes or threatens the operation of a classroom, an employee’s
office, office area or any other area of the school grounds.

e Disruptive behaviour which interferes with or threatens to interfere with the smooth running of
school events i.e. class and school performances, sports day.

e Threatening another member of the school community.

e Using physical punishment against your child while on school premises.

e Approaching and/or disciplining another person’s child (please refer any concerns to school) (such
an approach to a child may be seen to be an assault on that child and may have legal
consequences).

e Smoking, drinking or taking drugs on the school premises or being under the influence of these
things.

Unacceptable behaviour may result in the Police or Children’s Services being informed of the incident.
1.2. The school’s approach to dealing with incidents

If a parent/carer/visitor behaves in an unacceptable way towards a member of the school community,
the Headteacher or appropriate senior staff will assess the level of risk before deciding on a future
course of action. The course of action will be reasonable and commensurate with the assessed level of
risk.

1.3. Risk Assessment

The Headteacher or nominated senior member of staff will carry out a risk assessment in order to help
make a decision about the level of response. In all cases the response will be reasonable and
proportionate. The Headteacher will consider the following questions:



e What form did the abuse take?

* What evidence is there?

* What do witnesses say happened?

* Are there previous incidents to take into consideration?

* Do members of staff/pupils feel intimidated by the parent’s/visitor’s behaviour?

e |s there any evidence of provocation?

* How high is the assessed risk that this will be repeated or there will be retaliation at the
school’s action? (Low, medium, high)

1.4. Recording of Incidents

Staff, pupils and members of our community who are subject to abuse, and witnesses, will make
written statements about the incident(s) which will be kept on file with subsequent letters. This file
will be kept by the Headteacher’s PA. Depending on an assessment of the risk of retaliation to
witnesses or individuals, statements made by adults may be made available to the parent if they
request it.

1.5. The School’s response

Following the completion of the risk assessment, the Headteacher will decide the level of action to be
taken. Actions will include the following:

1.Clarify to the parent what is considered acceptable behaviour by the school.

In some instances, it may be appropriate simply to ensure the parent is clear about behaviour
standards expected by the school. This could be explained by letter from the Headteacher.

This letter may contain a warning about further action if there are further incidents. The parent will be
invited to write to the Headteacher with his/her version of events within 10 working days.

Depending on the parent’s response a meeting may then be held to discuss the situation and how this
can be avoided in future.

2. Invite the parent to an informal meeting to discuss events.

This could be helpful to discuss and diffuse the situation. The safety and well-being of those attending
such a meeting must be carefully considered. Members of school staff will always be accompanied by
at least one other colleague at any such meeting. Consideration should be given to the seating
arrangements, and care taken to ensure exits cannot be blocked by a parent who could potentially
become aggressive.

The main points of discussion and any agreed actions should be noted, and a follow-up letter or e-mail
sent to confirm the school’s expectations and any agreed actions.

3. Impose conditions on the parent’s contact with the school and its staff.

Although fulfilling a public function, schools are private places. The public has no automatic right of
entry. Parents of enrolled pupils have an ‘implied license’ to come onto the school premises at certain
stated times. It is for the school to define and set out the extent of such access. Parents exceeding this
would be trespassing.



Depending on the type, level or frequency of the unacceptable behaviour, the school may consider
imposing conditions on the parent’s contact with the school. These conditions may include (but not
exclusively):

e Being accompanied to any meeting with a member of school staff by a member of SLT.

e Restricting contact by telephone to named members of the senior leadership team.

e Restricting written communications to named members of the senior leadership team.

e Restricting attendance at school events to those where the parent will be accompanied
by a member of the senior leadership of the school.

e Any other restriction as deemed reasonable and proportionate by the Headteacher.

In this case the parent will be informed by a letter from the Headteacher of the details of the
conditions that are being imposed with immediate effect. The parent would then be given 10 working
days from the date of that letter to make representations in writing about the conditions to the Chair
of Governors. The Chair of Governors would then decide whether to confirm or remove the
conditions. This would be communicated to the parent in writing within 10 working days of the date of
the parent’s letter.

If the decision is to confirm the conditions imposed, this decision will be reviewed by the Governing
Body after approximately three months (and every three months after that, if appropriate). The parent
will be invited to make written representation to the Governing Body. This and the evidence from the
Headteacher will be considered at a meeting of the Governing Body. The Governing Body may decide
to maintain, extend or remove the conditions. The decision of the review will be communicated to the
parent from the Governing Body within 10 days of the date of the meeting. When deciding whether it
will be necessary to maintain, extend or remove the conditions, governors will give consideration to
the extent of the parent’s compliance with the conditions, any appropriate expressions of regret and
assurance of future good conduct received from him/her and any evidence of the parent’s co-
operation with the school in other respects.

4. Impose a ban.

Where other procedures have been exhausted and aggression or intimidation continues OR where
there is an extreme act of violence then the school may consider banning and in this case the parent
will be informed by letter from the Headteacher the details of the individual’s restrictions from school
premises. This will include banning a parent from accessing school staff by written communication or
telephone. Non-compliance of these restrictions will escalate the process to an extended ban period
of up to one academic year before governor review.

Appropriate dropping off and picking up of a child/ren will be arranged by the senior team with the
parent. Any contact with the parent will be by two members of staff, one being a senior team staff
member.

In these circumstances, the individual would be advised in writing by the Headteacher that a
provisional ban is being imposed with immediate effect. The parent would then be given 10 working
days from the date of that letter to make representations about the ban in writing to the Governing
Body. The Governing Body would then decide whether to confirm or remove the ban. This would be
communicated to the parent in writing within 10 working days of the receipt of their letter.

If the Governing Body decision is to confirm the ban, parents in these circumstances will be offered a
termly meeting about their child’s progress, usually with a member of senior staff and then the class
teacher if appropriate.



A decision to impose a ban will be reviewed by the Governing Body after approximately three months
(and every three months after that, if appropriate). The parent will be invited to make written
representation to the Governing Body; this and the evidence from the Headteacher will be considered
at a meeting of the Governing Body. The Governing Body may decide to remove the ban, extend the
ban or impose conditions on parent’s access to the school. The decision of the review will be
communicated to the parent by the clerk to the governors within 10 days of the date of the meeting.

In deciding whether to remove or extend the ban or impose conditions, the Governing Body will give
consideration to the extent of the parent’s compliance with the ban, any appropriate expressions of
regret and assurance of future good conduct received from him/her and any evidence of the parent’s
co-operation with the school in other respects.

5. Remove from the school.

Parents who have been banned from the school premises and continue to cause a nuisance will be
deemed to have committed a section 547 offence. They will be considered as trespassers. In these
circumstances the offender may be removed from school. This may be carried out by a police officer
or person authorised by the governing body. Legal proceedings may be brought against the parent.

6. Complaints policy.

Any parental complaint that arises from incidents of abusive behaviour will be dealt with under the
complaints policy.



Appendices

Appendix 1

1.0 Incident report form
Incident report form

Relevant incidents include trespass, nuisance or disturbance on school premises, verbal abuse, abuse
that is deemed discriminatory, sexual or racial abuse, threats, aggression, physical violence and
intentional damage to property.

Where possible, the form should be completed before any discussion between witnesses is possible,
as this might lead to allegations of collusion.

This form should be completed as fully as possible please, using a continuation sheet, if necessary. For
any incident involving or witnessed by a pupil or parent/carer/visitor, a member of staff should
complete the form on their behalf.

The completed form should be passed to the Headteacher for appropriate action and recording.
Date of incident

Time of incident

Name of person reporting incident

Date incident reported

Member of staff reporting incident

Date incident recorded

Name(s) of person(s) causing incident

(Where name(s) is/are unknown, provide other details of which may allow their identification)
Status (es) (parents/carers/visitors/trespassers)

Full description of incident

(E.g. names of persons involved; location; nature of any injuries; attendance of emergency
services)

Names of any witnesses and statuses

Initial action/outcome

(E.g. Informal conciliation; police intervention; warning or banning letter issued)

Summary of subsequent actions taken by the school, including risk assessments



Appendix 2
2.0 Model Letter 1: Warning (sent by Headteacher)
Dear

| have received a report about your conduct at the school on (enter date and time or details). This
appears to fall far short of that we would expect of a parent of a pupil at Redriff Primary School.

(Add factual summary of the incident and of its effect on staff, pupils, and other parents.)

I must inform you that the school will not tolerate aggression towards members of the school
community and will act to protect its staff and pupils from any form of abuse or intimidation. | should
warn you that any future conduct of this nature could result in the school imposing conditions
restricting your access to the school or banning you from contacting or attending the school
altogether.

| wish to give you an opportunity to give me in writing any comments or observations of your own in
relation to the report which | have received about your conduct. Please do so within 10 working days
of the date of this letter. These comments may include any assurances you are prepared to give about
your future good conduct. There will then be an option for us to meet to discuss the situation and
how it can be avoided in the future.

Details of our policy on dealing with abusive parents can be found on our website.
Yours sincerely

Headteacher



2.1 Model Letter 2: Imposing conditions on the parent’s attendance at school events, pending Review
(sent by Headteacher)

Dear
| have received a report from (name of staff) about your conduct on (enter date and time)
(add summary of incident and its effect on staff and pupils)

You will recollect that | have already written to you about a previous incident on (date) warning you of
the consequence of any further insulting or aggressive behaviour on your part.

I must inform you that the school, in line with our policy, will not tolerate conduct of this nature on
the school premises and will act to defend school staff and pupils.

| am therefore writing to inform you that | am imposing conditions on the contact you may have with
the school. These are as follows: (delete as appropriate)

You must be accompanied to any meeting with a member of school staff by a member of SLT.

2. You may not contact by telephone or in writing any member of staff. You may contact either
the Headteacher or Deputy Headteacher/s.

3. You may not attend any events for parents except those where you will be accompanied by a
member of the senior leadership of the school.

4. Other as are reasonable and proportionate.

The restrictions above are provisional until they have been reviewed by the Governing Body. Please
consider them to be in force until you receive their confirmation.

The Governing Body will need to decide whether it is appropriate to confirm or overturn this decision.
You may, if you wish, send in writing any comments or observations of your own within 10 working
days of the date of this letter. These comments may be to challenge or explain the facts of the
incident, to express regret and give assurances about your future good conduct. The Chair of the
Governing Body will then write to you with the outcome of their decision.

If on receipt of your comments, the Chair of the Governing Body considers that my decision should be
confirmed, you will be supplied with details of how the conditions will be reviewed by the Governing
Body.

Yours sincerely
Headteacher

cc: Chair of Governing Body
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2.2 Model Letter 3: Letter to confirm or overturn Headteacher’s decision to impose conditions (sent by
Chair of the Governing Body)

Dear

The Headteacher wrote to you on (date) to detail concerns about an incident when your behaviour
towards (name) fell short of what we would expect as a school. You will be aware that she has written
to you previously about your behaviour towards staff.

| have not received a written response from you/I have received a letter from you dated
........................... , the contents of which | have considered carefully.

In the circumstances, and after further consideration of the Headteacher’s report and your letter, |
have determined that the decision to impose conditions on your contact with the school should be
confirmed. The conditions are as follows:

(Copy conditions from HT’s letter)

This decision will be reviewed by the Governing Body in approximately three months’ time. The
Governing Body will write to you in advance of the meeting to ask you to provide a written statement
for their consideration. When deciding whether it will be necessary to extend the application of
conditions to attend school premises, consideration will be given to the extent of your compliance
with the decision, any appropriate expressions of regret and assurance of future good conduct
received from you; and any evidence of your co-operation with the school in other respects.

OR

In the circumstances, and after further consideration of the Headteacher’s report and your letter, |
have determined that the decision to impose conditions on you should be overturned. You may hence
attend school events as normal. However, should there be a repeat of inappropriate behaviour
towards staff all of the above sanctions may be applied.

Yours sincerely
Chair of the Governing Body

cc: Headteacher

-11 -



2.3 Model Letter 4: Imposition of a ban on contacting or attending the school, pending review (sent by
Headteacher)

| have received a report from (name of staff) about your conduct on
(enter date and time)
(add summary of incident and its effect on staff and pupils)

You will recollect that | have already written to you about a previous incident on (date) warning you of
the consequence of any further insulting or aggressive behaviour on your part.

I must inform you that the governors, in line with our policy, will not tolerate conduct of this nature on
the school premises and will act to defend school staff and pupils.

| am therefore writing to inform you that | am recommending imposing a ban on you attending or
contacting the school. This means you may not attend the school for any reason whatsoever. You must
not make contact with any member of staff by telephone or email. You do, however, have the right to
attend one meeting per term to discuss your child’s progress. This meeting will be with me/Deputy
Head and the class teacher if deemed appropriate. | will contact you to arrange this at the time of the
next Parent Meetings.

In order to lessen the impact on your child/ren, drop off and pick up arrangements will be arranged by
a senior staff member. We will be in contact regarding this.

The restrictions above are provisional until they have been reviewed by the Chair of the Governing
Body. Please consider them to be in force until you receive a confirmation.

The Chair of the Governing Body will need to decide whether it is appropriate to confirm or overturn
this decision. Please send, in writing, to the Chair of the Governing Body, any comments or
observations of your own within 10 working days of the date of this letter. These comments may be to
challenge or explain the facts of the incident, to express regret and give assurances about your future
good conduct.

If on receipt of your comments, the Chair of the Governing Body considers that my decision should be
confirmed, you will be supplied with details of how this ban will be reviewed by the Governing Body.

Yours sincerely
Headteacher.

cc: Chair of the Governing Body

-12 -



2.4 Model Letter 5: Letter to confirm or overturn Headteacher’s decision to impose a ban (sent by Chair
of the Governing Body)

Dear

The Headteacher wrote to you on (date) to detail concerns about an incident when your behaviour
towards (name) fell far short of what we would expect as a school. You will be aware that she has
written to you previously about your behaviour towards staff.

| have not received a written response from you/I have received a letter from you dated
........................... , the contents of which | have considered carefully.

In the circumstances, and after further consideration of the Headteacher’s report and your letter, |
have determined that the decision to impose a ban on you should be confirmed. This means you may
not attend the school for any reason whatsoever. You must not make contact with any member of staff
by telephone or e-mail. You do, however, have the right to attend one meeting per term to discuss
your child’s progress. This meeting will be with the Headteacher or a member of the senior team and
the class teacher if deemed appropriate.

This decision will be reviewed in three months’ time by the Governing Body. The Governing Body will
write to you in advance of the meeting of the governing body to ask you to provide a written
statement for their consideration. When deciding whether it will be necessary to extend the
application of conditions to attend school premises, consideration will be given to the extent of your
compliance with the decision, any appropriate expressions of regret and assurance of future good
conduct received from you and any evidence of your co-operation with the school in other respects.

OR

In the circumstances, and after further consideration of the Headteacher’s report and your letter, |
have determined that the decision to impose a ban should be overturned. You may hence attend
school events as normal. However, should there be a repeat of inappropriate behaviour towards staff
all of the above sanctions may be applied.

Yours sincerely
Chair of Governors

cc: Headteacher

-13-



2.5 Model Letter 6: Letter from the Governing Body requesting parents’ statement for review by
Governing Body (Sent by the Clerk to the Governing Body)

Dear

The Headteacher wrote to you on (date) to detail concerns about your behaviour towards school
staff/pupils fell short of what we would expect as a school. As a result of this incident, conditions were
imposed on you/a ban was imposed with immediate effect.

This decision will be reviewed by the Governing Body at their next meeting on (date).

| am writing to ask whether you would like to make a written statement to the Governing Body for
their consideration in making the decision whether to remove the restriction or extend it.

If you should wish to make a written statement, please can you e-mail it to me at (address) by (date —
parents should be given 10 days to respond).

Yours sincerely
Chair of Governors

cc: Headteacher

-14 -



2.6 Model Letter 7: Letter detailing outcome of Governing Body’s review (Sent by Clerk to the
Governing Body)

Dear

| wrote to you on (date) to request a statement to enable the governors to review the school’s
decision to impose conditions/ban you from attending school premises.

| have not received a written response from you/| have received a letter from you dated
........................... , the contents of which were considered carefully by the Governing Body at their
meeting on (date).

In the circumstances, and after further consideration of the Headteacher’s report (and your letter),
the Governing Body have determined that the decision to impose conditions/ban you from attending
or contacting the school should be confirmed. The conditions of your attendance on site are as
follows:

You must be accompanied to any meeting with a member of school staff by a member of SLT.

2. You may not contact by telephone or in writing any member of staff. You may contact either
the Headteacher or named senior member of staff.

3. You may not attend any events for parents except those where you will be accompanied by a
member of the senior leadership of the school.

4. Any other condition imposed.

1. You must not attend any event in the school except for a termly meeting about your child’s
progress. This meeting will be conducted by The Headteacher/Deputy Head.
2. You may not contact by telephone or in writing any member of staff.

This decision will be reviewed again in three months’ time. When deciding whether it will be
necessary to extend the application of conditions to attend school premises, consideration will be
given to the extent of your compliance with the decision, any appropriate expressions of regret and
assurance of future good conduct received from you; and any evidence of your co-operation with the
school in other respects.

OR

In the circumstances, and after further consideration of the Headteacher’s report and your letter, the
Governing Body have determined that you should once again be allowed to attend parents’ events as
usual. All conditions have been removed. However, should there be a repeat of inappropriate
behaviour towards staff this decision may be revoked.

Yours sincerely
Chair of the Governing Body

cc: Headteacher

-15-



Appendix 3 — Dealing with abusive telephone calls

Sometimes staff may have to deal with challenging, abusive, aggressive or threatening telephone calls.
It is unacceptable for any member of staff to be subjected to such abuse but staff may not know how
to handle such a telephone call. This guidance has been produced to assist staff if they are faced with
such a situation.

To reduce the likelihood of callers becoming abusive, staff should conduct themselves in a courteous
and professional manner and make every attempt to meet the needs of the caller. Staff should also
have the confidence that it is acceptable to end an abusive telephone call.

Always

e remain calm and polite

e stay in control of the situation

e actively listen — repeat information back to the caller to test understanding of the issue and gain
their agreement

e inform the caller that you are trying to help them

e be positive and say what you can do

e Dbe clear and avoid using jargon

e if necessary, apologise for any error and take action to put it right

e if you have to go and get some information, let the caller know why you are putting them on hold
and do not leave them on hold for a long time. Update them as necessary

e make notes of the conversation

o follow the procedure below if appropriate

e refer the caller to the Headteacher, Deputy Headteacher etc.

Never

e respond in the same manner as an abusive caller
e take it personally

e allow yourself to be bullied

e slam the phone down

Script for abusive telephone calls- When the caller starts to raise their voice/be abusive:

Mr/Mrs/Ms...please don't raise your voice/swear at me, | am not raising my voice/being rude to you. If
you continue to raise your voice/be rude to me then | will be forced to terminate the call.

When the caller continues to raise their voice/be abusive:

Mr/Mrs/Ms..... | understand you are upset/frustrated however | am not prepared to continue to be
shouted/sworn at so you can either call back when you have calmed down or if you prefer you can put
your concerns in writing.

If, despite the two warnings above, the caller continues to raise their voice/be abusive:

Mr/Mrs/Ms.... | advised you earlier about raising your voice/swearing and you have continued to do
this, so | am afraid | am going to have to terminate this call. Hang up.

Further actions: Make a written note of the telephone call or use the incident report form and report
the incident to the Headteacher.

-16 -



Appendix 4 — Online Abuse / bullying

Staff in schools may become targets of online abuse/bullying and, like other forms of bullying, it can
have a significant impact on their health, well-being and self-confidence. Protecting staff from abuse is
best done within a prevention framework, including whole school policies and appropriate practices.

Online abuse/bullying may consist of threats, harassment, embarrassment, humiliation, defamation or
impersonation. It may take the form of general insults, or prejudice based abuse, e.g. homophobic,
sexist, racist or other forms of discrimination. It may involve social networking sites, email, chat
rooms, websites, mobile and fixed-point phones, digital cameras, games and virtual world sites.

Online Abuse can occur at any time and incidents can intrude into the victim’s private life. The
audience for such messages can be very large and can be reached rapidly. The content of shared and
forwarded messages is hard to control and the worry of content resurfacing can make it difficult for
the victim to move on.

Redriff Primary School endorses the decision of any school to operate a zero tolerance policy towards
direct or indirect harassment or assault against any member of staff, volunteers and governors. This
includes the use of social media and other forms of electronic communications to facilitate the act.

Online Bullying and the law

While there is not a specific criminal offence called online bullying, activities can be criminal offences
under a range of different laws, including those identified in the Legal Proceedings section.

It is the duty of every employer to ensure, so far as reasonably practicable, the health, safety and
welfare at work of all employees. Incidents that are related to employment, even those taking place
outside the hours or place of work may fall under the responsibility of the employer.

Effectively tackling abuse using cyber technology

School behaviour policies and procedures should explicitly refer to and outline how the school will
deal with online abuse/ bullying of both staff and pupils. They should include:

e rules on the use of equipment, software and network access provided by the school

e the use of staff and pupil owned equipment and internet access routes, where they are used
on school premises and within school hours, eg mobile phones, digital cameras and laptops

e acceptable behaviour including behaviour outside of school e.g. use of social networking
services and other sites, with regard to harming others and bringing the school into disrepute.

-17 -



Appendix 5 — Responding to incidents

e Staff should never retaliate i.e. personally engage with online bullying incidents.

e Keep any records of abuse — texts, emails, voice mails, or instant messages. Take screen shots
of messages or web pages. Record the time, date and address of the site.

e Inform the appropriate person e.g. Headteacher or designated safeguarding lead at the
earliest opportunity.

e Where the perpetrator is known to be a current pupil or co-worker, this should be dealt with
through the school’s own behaviour management / disciplinary procedures.

e Monitoring and confiscation must be appropriate and proportionate- parents, employees and
learners should be made aware in advance of any monitoring (for example, of email or
internet use) or the circumstances under which confiscation might take place. The situation
and process for monitoring and confiscation must be described in the school’s Behaviour
Policy.

e Adesignated member of the leadership team should contact the police where it appears that
a law has been broken —for example, where death threats, assault, harassment or racially
motivated criminal offences are involved. Where a potential criminal offence has been
identified, the school should ensure that any internal investigation does not interfere with
police inquiries. School staff are able to report incidents directly to the police.

e |f a potential criminal offence has been committed and the school is not able to identify the
perpetrator, the police may issue a Regulation of Investigatory Powers Act 2000 (RIPA) request
to a service provider, enabling them to disclose the data about a message or the person
sending it.

Getting offensive content taken down

Where online content is upsetting / inappropriate and the person(s) responsible for posting is known,
the quickest way to get material taken down is likely to be to ensure that the person who posted it
understands why the material is unacceptable and to request that they remove it.

If the person responsible has not been identified, or will not take the material down, the school will
need to contact the host (i.e. the social networking site) to make a request to get the content taken
down. The material posted may breach the service provider’s terms and conditions of use and can
then be removed.

Help and advice is available from the Professionals Online Safety Helpline (POSH). Very often the
content you wish to remove does not breach terms and conditions. The POSH can help you with
removal of content that would be a risk to an adult or a child.

POSH helpline
UK Safer Internet Centre- Professionals Online Safety Helpline

o helpline@saferinternet.org.uk
o 03443814772
e https://www.saferinternet.org.uk/professionals-online-safety-helpline

Open 10am- 4pm Monday to Friday

POSH support all professionals working with children and young people- teachers, social workers,
doctors, police, coaches, foster carers, youth workers and so on.
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The team can help with any online safety issues- privacy, online reputation, gaming, grooming,
cyberbullying, sexting, inappropriate behaviour on social media and so on. As the only helpline in the
UK solely dedicated to supporting the children’s workforce, POSH are unique in their relationships

within industry- having direct channels to escalate concerns to social media companies and many
websites.

It is important to be clear about where the content is — for example by taking a screen capture of the
material that includes the URL or web address. If you are requesting they take down material that is
not illegal, be clear how it contravenes the site’s terms and conditions.

In cases of actual/suspected illegal content, the school should contact the police.
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